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Spyware applications can generate pop-up ads, hijack browser home pages, redirect Web searches, steal Web traffic
via DNS poisoning, track Internet activity, and steal personal information. In response to this threat, anti-spyware
applications have proliferated—but as the field gets more crowded, choosing the right tools has become increasingly
challenging. Here's a rundown of some of the more prominent anti-spyware offerings, with a summary of features and
links to product reviews.

Product

Ad-Aware
LavaSoft

Download free
SE Personal
Edition

Adware Agent
KillerSoftware

Download demo
here.

Adware Away

FlyYaNet
Technology Inc.

Download trial
version.

Bazooka
Kephyr

Free download

Features

Protects against known insistent
advertising, data mining, parasites,
scumware, dialers, Trojans,
malware, browser hijackers,
tracking components and
unknowns by using “Code and
Sequence ldentification”. Various
configuration options.

Protects and detects spyware,
adware, worms. On-demand scans
and constant monitoring. Limited
configuration options.

Detects and removes adware,
spyware, browser hijackers,
Trojans, and worms. Customized
removal tools available.

Detects spyware, adware, Trojans,
key loggers, and trackers. Provides
removal instructions or links to
instructions.
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Cost Reviews
Home: $24.95— About.com
$49.95 (depending

on version) Download.com
Business: SnapFiles.com
$31.95 per seat for

10-25 users.

$21.95 per seat for

>201 users

(Enterprise Edition —
other editions with
different pricing are

available).

$19.95 single Download.com
$29.95 single Download.com
$130.00 five

$511.00 twenty

$5K unlimited

Free SnapFiles.com

NetBloke.com
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http://www.lavasoftusa.com/software/adaware/
http://www.download.com/3000-2144-10045910.html?part=69274&subj=dlpage&tag=button#cnetReview
http://www.download.com/3000-2144-10045910.html?part=69274&subj=dlpage&tag=button#cnetReview
http://www.download.com/3000-2144-10045910.html?part=69274&subj=dlpage&tag=button#cnetReview
http://netsecurity.about.com/od/readproductreviews/fr/aapradawarese.htm
http://www.download.com/3000-2144-10045910.html?part=69274&subj=dlpage&tag=button#cnetReview
http://www.snapfiles.com/opinions/Ad-Aware/Ad-Aware.html
http://www.topshareware.com/Adware-Agent-download-4866.htm
http://www.softpicks.net/software/Adware-Agent-11527.htm
http://www.softpicks.net/software/Adware-Agent-11527.htm
http://www.download.com/Adware-Agent/3000-8022_4-10259102.html
http://www.adwareaway.com/
http://www.adwareaway.com/
http://www.adwareaway.com/
http://www.download.com/Adware-Away/3000-8022_4-10382877.html
http://www.download.com/Bazooka-Adware-and-Spyware-Scanner/3640-8022-10377953.html
http://www.download.com/Bazooka-Adware-and-Spyware-Scanner/3640-8022-10377953.html
http://www.snapfiles.com/get/bazooka.html
http://www.netbloke.com/newsletters/56.shtml
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CounterSpy
Sunbelt Software

HouseCall
TrendMicro

Try an online
scan or
download beta
version free.

McAfee
AntiSpyware

McAfee

Microsoft
Windows
AntiSpyware
(beta)

Microsoft

Download here.

NoAdware

Download a free
trial.

eTrust Pest
Patrol

Computer
Associates

Try a free online
scan

Protects, detects, quarantines, or
removes, with rollback capability.

Free online scan or download the
Beta product for free. Includes
virus scanning. Does not offer
protection, just detection and
removal.

Detects, protects, and removes
PUPs—"Potentially Unwanted
Programs”. Includes a rollback
feature in case of accidental
deletion.

Protects, detects, and removes.
Includes rollback capability and
automatic updates. Voluntary
participation in the “Spynet”
community.

Protects, detects, and removes
Trojans, dialers, worms, adware,
and spyware. This product has
been controversial due to false
positives, but version 3.0 claims to
have resolved this issue.

Detects and removes spyware,
adware, key loggers, hijackers, and
Trojans.
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$19.95 single—
includes one-year
subscription

Free (in beta)

$29.99 single
(includes 12 months
of updates)

Free (in Beta)

$29.99 single

$29.95 single
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AdwareReport.com

ConsumerSearch.com

HALPC.org

PCMag.com
AdwareReport.com

WinPlanet.com

WinSuperSite.com

SnipTools.com
Download.com

CastleCops.com

CNet Reviews

SpywareWarrior.com

AustralianIT
ITReviews

TopTenReviews



http://www.sunbelt-software.com/CounterSpy.cfm
http://www.adwarereport.com/mt/archives/000157.html
http://www.consumersearch.com/www/software/anti-spyware-reviews/
http://www.hal-pc.org/journal/2005/05_apr/reviews.html
http://housecall.trendmicro.com/
http://housecall.trendmicro.com/
http://housecall.trendmicro.com/
http://housecall.trendmicro.com/
http://us.mcafee.com/root/package.asp?pkgid=206
http://us.mcafee.com/root/package.asp?pkgid=206
http://www.pcmag.com/article2/0,1759,1755089,00.asp
http://www.adwarereport.com/mt/archives/000090.html
http://www.winplanet.com/file/21586.htm
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/athome/security/spyware/software/default.mspx
http://www.microsoft.com/downloads/details.aspx?FamilyId=321CD7A2-6A57-4C57-A8BD-DBF62EDA9671&displaylang=en
http://www.winsupersite.com/reviews/ms_antispyware_preview.asp
http://sniptools.com/vault/microsoft-antispyware-beta-review.htm
http://www.download.com/Microsoft-Windows-AntiSpyware/3000-8022_4-10353596.html?tag=lst-0-1
http://www.noadware.net/new3/?hop=comparets
http://www.noadware.net/new3/?hop=comparets
http://www.noadware.net/new3/?hop=comparets
http://castlecops.com/reviews-72.html
http://reviews.cnet.com/5208-6132-0.html?forumID=32&threadID=104475&messageID=1197193
http://www.spywarewarrior.com/rogue_anti-spyware.htm#naw_note
http://home.ca.com/v2.0-img/operations/ca/site/promo/searchtrialnew.html
http://home.ca.com/v2.0-img/operations/ca/site/promo/searchtrialnew.html
http://home.ca.com/v2.0-img/operations/ca/site/promo/searchtrialnew.html
http://home.ca.com/v2.0-img/operations/ca/site/promo/searchtrialnew.html
http://australianit.news.com.au/articles/0,7204,12521819%5E15308%5E%5Enbv%5E,00.html
http://www.itreviews.co.uk/s289-computer-associates-etrust-pestpatrol-review.htm
http://anti-spyware-review.toptenreviews.com/pestpatrol-review.html
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Spy Sweeper
\WebRoot
Free online scan

Free trial version

Spybot Search &
Destroy

PepiMK
Software

Download for
free

Spyware
Begone!

MicroSmarts

Free download

Spyware Blaster

JavaCool
Software

Download full
version for free

Spyware Doctor
PCTools

Download free
trial

Spyware
Eliminator

Aluria Software
Try online

Protects and detects. Quarantines
potential threats.

Easy to use on-demand scan and
the ability to immunize. Problems
are classified by type, such as
ClickAgents and HitBox, and a
detailed explanation of each
incident is given. Rollback
capability. Includes a file shredder.

Detects and protects against
adware, spyware, ID theft, key
loggers, hijackers, worms, Trojans,
parasites, dialers, and popups. Will
clean infections.

Emphasizes protection over
detection. Can take a “snapshot” of
such items as browser settings,
back up an encrypted copy of the
hosts file, kill all Flash, and create
custom list of ActiveX controls to
block, so that if the computer does
become infested, it's easier to
restore it to its desired state.

Easy to use; scans, detects,
removes; includes rollback
capability. Protects against Trojans,
spyware, adware, keyloggers,
spybots, and other varieties of
trackers.

Detects, protects, and removes a
wide variety of undesirables.
Integrates with Aluria Security
Suite. Frequent updates and
numerous configuration options.
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$29.95 personal

edition; includes one
year of updates and

support

Free; donations

encouraged

$39.95 single

Free

$29.95 single

$29.99 for a single

copy
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MajorGeeks.com

AdWareReport.com

TopTenReviews

ZDNet.UK

Downloads.com

TopTenReviews

5StarTools.com

WindowsMarketPlace.com
WebUser.co.uk

AdwareReport.com

Download.com

AdwareReport.com

PCMag.com
TopTenReviews



http://www.webroot.com/land/spysweeperb.php?rc=576
http://www.webroot.com/land/spysweeperb9-awards.php
http://www.webroot.com/land/spysweeperb9-awards.php
http://www.majorgeeks.com/review.php?id=20
http://www.adwarereport.com/mt/archives/000006.html
http://www.adwarereport.com/mt/archives/000006.html
http://www.safer-networking.org/en/index.html
http://www.safer-networking.org/en/index.html
http://www.safer-networking.org/en/download/index.html
http://www.safer-networking.org/en/download/index.html
http://reviews.zdnet.co.uk/software/utilities/0,39024210,10002916,00.htm
http://www.download.com/Spybot-Search-Destroy/3640-8022_4-10401314.html?tag=lst-0-1
http://www.freespywarescan.org/google2/index.html
http://www.freespywarescan.org/google2/index.html
http://www.freespywarescan.org/google2/index.html
http://anti-spyware-review.toptenreviews.com/spyware-begone-review.html
http://www.5starstools.com/antivirus/spyware-begone-free-scan.htm
http://www.javacoolsoftware.com/spywareblaster.html
http://www.javacoolsoftware.com/sbdownload.html
http://windowsmarketplace.com/reviews.aspx?itemId=746732&stext=
http://www.webuser.co.uk/products/SpywareBlaster_33_review_2518-198.html
http://www.pctools.com/spyware-doctor/?ref=trial_google8
http://www.pctools.com/spyware-doctor/?ref=trial_google8
http://www.adwarereport.com/mt/archives/000054.html
http://www.download.com/Spyware-Doctor/3000-8022_4-10293212.html
http://www.aluriasoftware.com/homeproducts/spyware/
http://www.aluriasoftware.com/homeproducts/spyware/
http://www.aluriasoftware.com/homeproducts/spyware/
http://www.adwarereport.com/mt/archives/000008.html
http://www.pcmag.com/article2/0,1759,981606,00.asp
http://anti-spyware-review.toptenreviews.com/spyware-eliminator-review.html
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Spyware
Remover

BulletProofSoft

SpywareGuard

JavaCool
Software

Download here

STOPzilla
Roxio

Download free
trial here

Norton Internet

Security

AntiSpyware
Edition

Symantec

XoftSpy
ParetoLogic

Free trial
download.

Detects and removes adware,

spyware, trackers, key loggers,
Trojans, hijackers, dialers, and
malware. Includes a firewall.

Real-time detect and block, uses

database for known problems and
heuristics to identify newbies. Live
updates and reporting capabilities.

Enables protection against spyware
and pop-ups separately. Behavior
is easy to configure. Includes
“Tracks Eraser” to remove all trace
of Internet activity on shutdown.
Real-time protection only; no
scanning. Auto/manual updates.

Symantec’s Internet Security
product enhanced to include
spyware protection. Detects,
protects, and removes Internet
threats. Automatic updates.

Claims to detect and remove over
39,000 known parasites: trackers,
worms, hijackers, adware, spyware,
malware, key loggers and Trojans.

More information and reviews
e Great introductory article on how spyware works—http://www.securitypipeline.com/showArticle.jhtml?articlelD=60404103
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PCMag.com

CNET Reviews
SnapFiles.com

Download.com

AdwareReport.com

Personal Computer World

PCWorld.com
ZDNet.UK

AdwareReport.com

e Read about rogue anti-spyware products; check a product here before downloading or purchasing—
http://www.spywarewarrior.com/rogue_anti-spyware.htm

e Spyware and adware removal help—nhttp://www.pchell.com/support/spyware.shtml

e Online guide to spyware and anti-spyware software—http://www.spywareguide.com/

e Spyware/Adware removal guide—http://www.io.com/~cwagner/spyware/

e PC Security software reviews/comparisons—http://www.adwarereport.com/mt/archives/000032.htm|

e The Spyware Review—http://spyware.keytosuccess.info/

e Avrticles and papers concerning spyware/adware—
http://www.educause.edu/content.asp?page id=645&PARENT |D=741&bhcp=1
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http://www.bulletproofsoft.com/
http://www.bulletproofsoft.com/
http://www.pcmag.com/article2/0,1759,1524253,00.asp
http://www.javacoolsoftware.com/spywareguard.html
http://www.javacoolsoftware.com/sgdownload.html
http://reviews.cnet.com/5208-6132-0.html?forumID=32&threadID=1313&messageID=16248
http://www.snapfiles.com/opinions/SpywareGuard/SpywareGuard.html
http://www.stopzilla.com/download/download_select.asp?AID=10136&S=67&type=DOWNLOAD&topic=&source=&AAID=&dre=&cid=SPYWARE
http://www.stopzilla.com/download/download_select.asp?AID=10136&S=67&type=DOWNLOAD&topic=&source=&AAID=&dre=&cid=SPYWARE
http://www.stopzilla.com/download/download_select.asp?AID=10136&S=67&type=DOWNLOAD&topic=&source=&AAID=&dre=&cid=SPYWARE
http://www.download.com/STOPzilla/3000-7786-10104765.html
http://www.adwarereport.com/mt/archives/000119.html
http://www.pcw.co.uk/computeractive/software/2012726/stopzilla
http://www.symantec.com/sabu/nis/nis_ase/index.html
http://www.symantec.com/sabu/nis/nis_ase/index.html
http://www.symantec.com/sabu/nis/nis_ase/index.html
http://www.symantec.com/sabu/nis/nis_ase/index.html
http://www.pcworld.com/news/article/0,aid,120564,00.asp
http://reviews.zdnet.co.uk/software/internet/0,39024165,39195512,00.htm
http://www.paretologic.com/products.aspx
http://paretologic.com/xoftspy/lp/14/
http://paretologic.com/xoftspy/lp/14/
http://www.adwarereport.com/mt/archives/000015.html
http://www.securitypipeline.com/showArticle.jhtml?articleID=60404103
http://www.spywarewarrior.com/rogue_anti-spyware.htm
http://www.pchell.com/support/spyware.shtml
http://www.spywareguide.com/
http://www.io.com/%7Ecwagner/spyware/
http://www.adwarereport.com/mt/archives/000032.html
http://spyware.keytosuccess.info/
http://www.educause.edu/content.asp?page_id=645&PARENT_ID=741&bhcp=1
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e Spyware reviews—http://anti-spyware-review.toptenreviews.com/?ttreng=1&ttrkey=spyware

e Spyware Weekly—http://www.spywareinfo.com/

e Computer Associates Spyware Information Center—http://www3.ca.com/securityadvisor/pest/

¢ Microsoft Security Guidance Center—http://www.microsoft.com/smallbusiness/support/computer-security. mspx

e PC Pitstop Spyware Information Center—nhttp://www.pcpitstop.com/spycheck/default.asp

Becky Roberts has worked as a database developer for the British aerospace industry, a mainframe
programmer for a ceramics manufacturer, an applications developer for an employment agency, and an
IT-do-everything person for international management consultants. She’s currently playing with the
networks in a chemical plant in Texas. Becky is an avid mountain biker and rock climber; she lives in
inner-city Houston with too many pets, including four cats, three ferrets, and two teenagers.
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http://anti-spyware-review.toptenreviews.com/?ttreng=1&ttrkey=spyware
http://www.spywareinfo.com/
http://www3.ca.com/securityadvisor/pest/
http://www.microsoft.com/smallbusiness/support/computer-security.mspx
http://www.pcpitstop.com/spycheck/default.asp
http://techrepublic.com.com/5213-6257-0.html?id=2611525&redirectTo=%2f1320-22-20.html
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Additional resources

Sign up for our Downloads Weekly Update, delivered on Mondays.

Sign up for our TechRepublic NetNote, delivered on Mondays, Wednesdays, and Thursdays.
Check out all of TechRepublic's newsletter offerings.

"Spyware: IT's public enemy No. 1" (TechRepublic)

"Combine and conquer using anti-spyware tools" (TechProGuild)

"The Anatomy of Spyware" (TechRepublic download)

Version history

Version: 1.0
Published: June 20, 2005

Tell us what you think

TechRepublic downloads are designed to help you get your job done as painlessly and effectively as possible.
Because we're continually looking for ways to improve the usefulness of these tools, we need your feedback.
Please take a minute to drop us a line and tell us how well this download worked for you and offer your
suggestions for improvement.

Thanks!

—The TechRepublic Downloads Team
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http://nl.com.com/MiniFormHandler?brand=techrepublic&list_id=e072
http://nl.com.com/MiniFormHandler?brand=techrepublic&list_id=e101
http://nl.com.com/acct_mgmt.jsp?brand=techrepublic&return_to=http://techrepublic.com.com/
http://techrepublic.com.com/5100-22_11-5543466.html
http://techrepublic.com.com/5100-6349_11-5469473.html
http://techrepublic.com.com/5138-1009-5706543.html
mailto:content1@cnet.com?subject=Download_Feedback_anti_spyware_tools
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